Connecting iOS devices to the DER network.

#0000 vodafone AU 4G 1:55 pm 19} 4a7%m )

Enter the password for “nswdet”

Cancel Enter Password Join

Username darren.johnstone@detnsw

Password eeeesses

12345673890

®e000 vodafone AU = 1:56 pm 70 % 46% W)
< Wi-Fi nswdet
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Authentication O
Username darren.johnstone
Password LCXTYYYY:|

12345673890
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Settings

Airplane Mode

Wi-Fi Not Connected

- M) BN

Bluetooth

J Cellular
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Personal Hotspot

Carrier Vodafone AU

N0

Notification Center

Control Center

Do Not Disturb

GE®
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< Back Certificate

PUGNPS01.DETNSW.WIN
GlobalSign Root CA
Not Verified

Description Client Authentication
Expires 21 Nov 2014 11:25:09 am

More Details

STEPS.

Select WIFI
Choose ‘nswdet’

Click the blue ¥’
Click ‘manual’

Nookown =

Server: proxy.det.nsw.edu.au

Port: 8080

Authentication: Turn on

Click the ‘settings’ icon

3

#0000 yodafone AU 4G 1:54 pm 1O} 47% My

£ Settings Wi-Fi

CHOOSE A NETWORK...

nswdet a=s (D

Other.

Ask to Join s

Known networKs wi
If no known networl
have to manually sel

e joined automatically.
re available, you will
a network.

#0000 vodafone AU = 1:55 pm 10 47% M)

< Settings Wi-Fi

Wi-Fi O

v nswdet a=s

CHOOSE A NETWORK...
karima a= (D

Other...

Ask to Join Networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

type in username @detnsw and password
Accept the certificate

Type in username and password (don’t add ‘@detnsw’)



Connecting a Windows 8.1 Device to
the DER Network.

Open up the 'Charms Bar' and click 'Settings'.

You can do this by swiping from the right (touch devices) or holding the mouse in top
right-hand corner of the screen.

Dianna

;D 12:3 Ifzgfjary&‘ﬂ -

CONNECTING A WINDOWS 8.1 DEVICE TO THE DER NETWORK.



Connecting a Windows 8.1 Device to
the DER Network.

Click on the Wif-Fi icon, right above the word
'Available’.

CONNECTING A WINDOWS 8.1 DEVICE TO THE DER NETWORK.



Connecting a Windows 8.1 Device to
the DER Network.

Click on 'nswdet'.

CONNECTING A WINDOWS 8.1 DEVICE TO THE DER NETWORK.



Connecting a Windows 8.1 Device to
the DER Network.

Click 'Connect' with 'Connect automatically'

selected.

CONNECTING A WINDOWS 8.1 DEVICE TO THE DER NETWORK.



Connecting a Windows 8.1 Device to
the DER Network.

Sign in using first.last#@detnsw

That is, your first name.last name, a number if you have one, then @detnsw

Sign in

CONNECTING A WINDOWS 8.1 DEVICE TO THE DER NETWORK.



Connecting a Windows 8.1 Device to
the DER Network.

Click 'Connect'.

(® Networks

‘m

Continue connecting?

N you expect to find newdel in this
location, go ahead and connect.
Otherwise, it may be a different

CONNECTING A WINDOWS 8.1 DEVICE TO THE DER NETWORK. n



Connecting a Windows 8.1 Device to
the DER Network.

A short wait...

(® Networks

CONNECTING A WINDOWS 8.1 DEVICE TO THE DER NETWORK.



Connecting a Windows 8.1 Device to
the DER Network.

This time enter first.last# and password. No
@detnsw this time! Then press 'OK'.

(© Networks
|d nswdet

Enter proxy server credentials

Proxy server: 10.19.206.20

] [

CONNECTING A WINDOWS 8.1 DEVICE TO THE DER NETWORK. n



Connecting a Mac to the DER Network

Before you connect to the school Wi-Fi you should create a school profile on your Mac

Click the Wi-Fi icon on the menu bar, then click
'Open Network Preferences'.

%E 46% (4) Mon 23 Feb 2:09 pm

Turn Wi-Fi On

pen Network Preferences...

At the Location: box, click 'Edit Locations...'.

e 0 < EH Network Q

Automatic
Location v School !

Edit Locatjons...

o = Status: Off " Turn Wi-Fi On

Bluetooth PAN 9

Not Connected

o)

Thund...It Bridge - - ) -
* Not Connected N/ Network Name: Wi-Fi: Off

CONNECTING A MAC TO THE DER NETWORK



Connecting a Mac to the DER Network

Click the + sign and create a location called
'School’

Network
Lc¢ Locations »
Automatic
—3 School|
o - Turn Wi-Fi On
Bluetooth PAN
Not Connected
Thund...It Bridge AN ~
Not Connected N/ + | — #V hd
) ) etworks
k m be joined automatically. If
re available, you will have
network.
F=Tw Show Wi-Fi status in menu bar Advanced... ?
Assist me... Revert Apply

CONNECTING A MAC TO THE DER NETWORK



Connecting a Mac to the DER Network

Now click on the Wi-Fi option again and select
'nswdet'.

M) B 47% (%) Mon23Feb 2:10pm Q =

Turn Wi-Fi Off

ooooo

CA_WAP
HP-Print-b6-LaserJet 400 MFP
karima

Join Other Network...
Create Network...
Open Network Preferences...

CONNECTING A MAC TO THE DER NETWORK



Connecting a Mac to the DER Network

Type in first.last#@detnsw, and password. Cick

Join.

(is, first name.last name and a number of you have one, followed by @detnsw

When you get a 'certificate message', accept it.

LS
The Wi-Fi network “nswdet” requires WPA2
enterprise credentials.
Mode: Automatic A
Username: stephen.turnerl8@detnsw
Password: sssssesss
Show password
IET Remember this network
?) Cancel | | Join |

CONNECTING A MAC TO THE DER NETWORK



Connecting a Mac to the DER Network

Go back to your network settings and click
'Advanced'.

[ ] 4 EHH Network
Location: School a
® - Status: Connected Turn Wi-Fi Off
4 Wi-Fi is connected to nswdet and has the IP
@ Bluetooth PAN ea address 10.210.249.30.
@ Thund...It Bridge (o Network Name: nswdet a

Ask to join new networks

Known networks will be joined automatically. If
no known networks are available, you will have
to manually select a network.

802.1X: Default Disconnect

Authenticated via PEAP (MSCHAPV2)
Connect Time: 00:00:26

e L) 1

Show Wi-Fi status in menu bar Advanceg... ?

Assist me...

CONNECTING A MAC TO THE DER NETWORK



Connecting a Mac to the DER Network

Select 'nswdet', then Proxies.

Network

[N T 0

= Wi-Fi

m TCP/IP DNS WINS 802.1X Proxii_s Hardware

Preferred Networks:

Network Name Security
Darren's Wi-Fi Network WPA2 Personal
HP-Print-b6-LaserJet 400 MFP None

iPhone WPA2 Personal
-+ | — | Drag networks into the order you prefer.

Remember networks this computer has joined
Require administrator authorization to:

Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 60:f8:1d:cd:07:a6

Cancel OK

CONNECTING A MAC TO THE DER NETWORK



Connecting a Mac to the DER Network

Type in the information as below into 'Web Proxy
(HTTP)', using your username and password.

No @detnsw this time!

Network
T WiFi
Wi-Fi  TCP/IP. DNS  WINS  802.1X | gioder Hardware
Select a protocol to configure: Web Proxy Server

Auto Proxy Discovery proxy.det.nsw.edu.au : 8080
. Automatic Proxy Configuration .
7 Proxy server requires password
1 Web Proxy (HTTP)
& Secure Web Proxy (HTTPS) Username: darren.johnstone

FTP Proxy

=y

SOCKS Proxy Password: esessses

Streaming Proxy (RTSP)
Gopher Proxy

Exclude simple hostnames
Bypass proxy settings for these Hosts & Domains:
*local, 169.254/16 k
Use Passive FTP Mode (PASY)
? Cancel OK

CONNECTING A MAC TO THE DER NETWORK



Connecting a Mac to the DER Network

Do the same for the 'Secure Web Proxy (HTTPS)'.

Network
= WikFi
Wi-Fi  TCP/IP  DNS WINS  802.1X | Jd--1 Hardware
Select a protocol to configure: Secure Web Proxy Server
Auto Proxy Discovery proxy.det.nsw.edu.au . 8080

Automatic Proxy Configuration
Web Proxy (HTTP)

Secure Web Proxy (HTTPS) Username: darren.johnstone
FTP Proxy

SOCKS Proxy
Streaming Proxy (RTSP)
Gopher Proxy

Proxy server requires password

(<M <)

PaSSWOrd: (AR RN LN R NN ]

Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:

*.local, 169.254/16

Use Passive FTP Mode (PASV)

? Cancel OK

CONNECTING A MAC TO THE DER NETWORK



Connecting a Mac to the DER Network

When you get home, click the Apple icon, then
Location, then Automatic.

When you are at school, click the Apple icon, then Location, then School.

CYOK )
MOy Q @

K3 clarity File Edit Document Format View Share Window
About This Mac

System Preferences... NP
Location > Automatic

App Store... v School k,:?‘“ v
Recent ltems > Network Preferences...

Force Quit Clarify R 30) - a | e

Sleep

Restart...
Shut Down...

Log Out Darren Johnstone... {3Q

CONNECTING A MAC TO THE DER NETWORK



Connecting your own device to school wifi

Windows 7 laptops

1. Click on the wireless connection icon at 5. Click Add

e%_;ldﬂj] + Control Panel » MNetwork and In

Manage wireless networks that use (!

the bottom right of your screen.

11:39 AM |

o 3 i : :
o L Windows tries to connect to these networks in th

20/02/2013

dapter properties  Profile types  Metwe

2. Select nswdet wireless and click Connect.

Met connected *s

djﬂ] Connections are available 6. Enter the details as per the picture below
and click Next.

Wireless Network Connection A

@ " Manually connect to a wireless network
nswdet A |

Enter information for the wireless network you want to add

Connect automatically

Metwork name: nswdet
ey . Security type:
If it's successful enter your internet username and )
Encryption type: AES -
password, but put @detnsw at the end of your
Security Key: Hide characters

username. Then jump to Step 14.

Start this connection automatically

|1 Connect even if the network is not broadcasting

If it fails to connect, don't worry. Click Cancel. Warning: I you select this option, your computer's privacy might be at isk.

3. Click Open Network and Sharing Centre.

Mot connected

eifff] Connections e avaibie 7. Click Change Connection Settings.

Wireless Metwork Connection ~ Successfully added nswdet

nswdet M

Connect automatically >

coonahs AN

Open the connection properties so that | can change the settings.

8. Go to the Security tab and make the
details are as follows and then click
Settings.

nswdet Wireless Network Properties =

Connection | Security

Open Network and Sharing Center

- = Security type: WPA2-Enterprise -
Encryption type: AES -

. . Chapse a network authentication method:
4. C(lick on Manage wireless networks. [rr—rryra— ||
2 Remember my credentials for this conr
tme I'mlogged an
“ » Control Panel » All Control Panel ltems » MNetwork and S|
Control Panel Home . i )
View your basic network infor
M irel etwork: f |
I anage wireless networks u,.L.._. %
TR 8347P6ABAGB5492
Change advanced sharing (This computer) ok ] -W

settings

View your active networks




Connecting your own device to school wifi

9. Untick this option. ) 13. You should now be connected the the
s == internet. Reselect the nswdet connection
When connecting: and connect manually if required.

Diﬂutomatic:ally use my Windows logon name and |

password fand domain famy)................. =
Mot connected 44
[ QK J [ Cancel ] Iﬂ!lConne(tansare available
h

Wireless Network Connection ~

10. Click on Advanced settings. nswdet M

Connect autematically

nswdet Wireless Network Properties @ coonahs |

Connection | Security

-
Encryption type: AES ~

Choose a network authentication method:
[Mucmsuft: Protected EAP (PEAP) v] [ setings |

Open Network and Sharing Center

Remember my credentials for this connection each
time I'mlogged on

14. Open your internet browser. You will be
asked to enter your username and
password again. This time don’t put
@detnsw at the end of your username.

Advanced settings

11. Change the settings as per the picture
below and click Save credentials.

Advanced settings —- E

802, 1¥ settings | 802, 11 settings

Spedfy authentication mode:

[User authentication '] ’ Save gredentials

Delete credentials for all users

[] Enable single sign on for this network

12. Put your internet username and password.
Add @detnsw at the end of your
username.

Windaows Security — . &J

Save credentials
Saving your credentials allows yeur computer to connect to the network
when you're not logged on (for example, to download updates).

|I- o .- |5tephen.turner18@detn5w |
ﬂ [eveereees |




Connecting your own device to school wifi

Chromebook

These instructions are for your own personal
Chromebook.

Turn on your Chromebook and sign in as
usual.

Your Chromebook may ask you to select a
WiFi network first. Select nswdet.

You are currently offline
Please connect to the Internet to signin tnto;

Select anetwork: | # Sele

You may also skip sign In and Browse & G

Fill in the screen as per the details below.
SSID: nswdet

EAP method: PEAP

Phase 2 authentication: Automatic
Server CA certificate: Default

User certificate: None installed
Identity: your portal username with
@detnew at the end. (eg.
laura.bell@detnsw)

Password: your portal password.
Anonymous identity: leave blank

On the bottom right hand corner, click on
the WiFi symbol. Then click on No
network and nswdet.

Click on Settings.

Put a tick next to Allow proxies for
shared networks.

6. Click on the WiFi symbol on the bottom

right hand corner of the desktop again
and click on Connected to nswdet.

Click on nswdet. This will open up a
window with Connection and Proxy tabs.
Click on Proxy and fill in the details like
the screenshot below.

8. Open the Chrome browser and go onto

any internet site. You will be asked to fill in
your portal username and password. Type
in your portal username and password.



Connecting your own device to school wifi

Android devices

1. Go to Settings > Wireless & networks >
WiFi settings.

settings

Tethering & portable hotspot

VPN settings

Mobile netwarks

2. Wait for your device to do a scan.

3. If you can see nswdet, wipe previous
configurations. DO NOT CONNECT.

Wi-Fi
Network notification

Wi-Fi networks
COR309
Jalons Network
nswdet

Add Wi-Fi network

Depending on if you have attempted to connect
previously, you will get either of these menus:

R *d & a7 Chaf

nswdet

[~
Forget network

Modify network

4. Click Add a Wi-Fi network.

Network notification

Add Wi-Fi network

5. Enter the settings as per the picture below
and press Save.

o Add Wi-Fi network

nswdeq

gCLry

BD2.1x EAP
il |

MSCHAPYZ

{unspecified)

{unspecified)

Cancel

6. You will be asked to authenticate. Enter
your portal username and password. Add
@detnsw at the end of your username.

Username: firstname.surname@detnsw
Password: your portal password

You will need to put the proxy settings into
your browser. Seek technical support.



